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SECURITY MANAGEMENT PLAN
PURPOSE

The Security Department is responsible for providing a safe and secure environment for Patients, Visitors, and Staff to interact, with an emphasis on professional service and customer relations. 

The Security Management Plan involves an integration of measures with all departments to maintain a secure environment.  The daily operations of The Health System are centered on this approach of supporting health care functions. The Security Department is the primary provider of security measures, and its structure, mission, and goals are the foundation for the management of this plan.   
OBJECTIVES
The objective of the Security Management Plan is to:
1. Provide a secure environment for our patients, visitors, and staff.

2. Promote security awareness and encourage involvement at all levels of the organization.

3. Establish a performance improvement program to identify, investigate, resolve, and report incidents and monitor outcomes.

4. Enforce policies and procedures of The Health System.
SCOPE

The Security Management Plan describes how The Health System protects patients, visitors, staff, and property from criminal activity. The plan addresses the following:

•  Designation of authority for the security function

•  Services provided

•  Procedures used to address security concerns
•  Process for reporting and investigating incidents
•  Methods of identification 

•  Delineation of sensitive areas and access control

•  Emergency security procedures for handling civil disturbances, VIPs, and the media

•  Performance standards and evaluation of the effectiveness of the Security Management 

   Plan 
DEPARTMENTAL AUTHORITY
Acting under the authority of the Chief Executive Officer and reporting to the Senior Vice President for Facilities, the Director of Security/Safety shall be responsible for developing, implementing, and monitoring the organizations Security Management Program.  A cross-functional Safety Committee oversees security-related issues and ultimately reports to the Board of Trustees.  Refer to Security Policy SEC-S-01 Security Management Program
The department consists of a Director of Security/Safety, Assistant Director of Security, Security Managers, Supervisors, full time officers, and PRNs. Staffing is based on calls for service, needs of the patients and staff, and area coverage.

The Director of Security/Safety is responsible for the overall management of security and safety for The Health System; including staffing, budgetary, administrative and resource allocation for all units within the system, and all Safety related issues within the system. 
The Assistant Director of Security is responsible for management of the day-to-day operations for a facility, as well as management responsibilities at other units. 

The Security Managers are responsible for the management of day-to-day operations for a facility including staffing, budgetary, and administrative and resource allocation.   

The Security Supervisors have responsibility for individual shift day-to-day operations and assignments.

The Security Officers have responsibility for fulfilling day-to-day operations in response to the mission statement. 
SERVICES PROVIDED

Services include 24-hour monitoring of state-of-the-art camera and alarm systems; random patrols of the facilities and surrounding properties; responding to calls for assistance; investigation and documentation of incidents; maintenance of records; physical security of the facilities; vehicular and visitor control; and providing assistance to our customers and staff. 

In addition, the Security Department maintains a working relationship with other departments within The Health System by providing training; assisting with security related issues; and having officers serve as members of the Safety Committee, Emergency Management Committee, Quality Coordinating Council, Workplace Violence Committee, Restraint Committee, and various other committees.

Services are continuously monitored and evaluated to ensure quality of service and customer satisfaction, using performance improvement activities and Environment of Care Evaluations. 

The scope of services provided, but not limited to, are as follows: (Important functions are marked with an asterisk) C - Covington, E - Edgewood, FL – Florence, FT – Ft. Thomas, GC - Grant County

1. 24  hour Monitor and Base Station *  (E)

a.) Fire System Monitoring   (E)

b.) CCTV Monitoring  (C/E/FL/FT/GC)

c.) Radio Dispatch  (E)

d.) Weather/Public Service Radio Monitoring  (C/E/FL/FT/GC)

e.) Central Station Panic Alarm Monitoring  (E)

f.) Infant/Pediatric Alarm System (E/FL)

2. Frequent Random Patrols (C/E/FL/FT/GC)

a.) Emergency Department *  (C/E/FL/FT/GC)

b.) House Wide Rounds  (C/E/FL/FT/GC)

c.) Parking Areas *  (C/E/FL/FT/GC)

d.) Out Properties  (E/FL/GC)

e.) Shift Change observation  (C/E/FL/FT/GC)

3. Physical Security * (C/E/FL/FT/GC)

a.) Ensures Maintenance  (C/E/FL/FT/GC)

b.) Monitors Doors, Locks,  (C/E/FL/FT/GC)

c.) Control Access/Egress  (C/E/FL/FT/GC)

4. Response to Calls for Assistance (C/E/FL/FT/GC)

a.) Psychiatric and Disturbance Calls to the Emergency Department

       and Psychiatric Areas.  *  (C/E/FL/FT/GC)

b.) Disturbance Calls to other Departments *  (C/E/FL/FT/GC)

c.) Routine calls for Assistance  (C/E/FL/FT/GC)

d.) Assist Outside Agencies  (C/E/FL/FT/GC)

5. Response to Safety Calls (C/E/FL/FT/GC)

a.) Code Red Response *  (C/E/FL/FT/GC)

b.) Code Blue Response   (C/E/FL/FT/GC)

c.) Code Yellow Response *  (C/E/FL/FT/GC)

d.) Accidents and Incidents *  (C/E/FL/FT/GC)

e.) Correction of Identified Hazards *  (C/E/FL/FT/GC)

6. Maintenance of Records (C/E/FL/FT/GC) 

a.) Incident Reporting and  Retention * (C/E/FL/FT/GC)

b.) Statistics (C/E/FL/FT/GC)

ASSESSING SECURITY CONCERNS

FUNCTIONAL DELIVERY OF SERVICES
Incident reporting and incident responses are two of the primary functions of the Security Department.  The management plan revolves around these functions to accomplish the goal of protecting The Health System. Proactive patrol, building checks, investigations and crime prevention methods are all employed in this effort.

To enhance security, the Security Department will escort associates to their vehicles upon request. Another example of the functional delivery of security services is the immediate response by security personnel to criminal activity and potentially threatening situations
PROTECTION OF FACILITIES

The Health System has polices and procedures in place to regulate the use and access of the facilities, and provide controls for their use. Refer to Security Policies SEC-V-01 Visitor Control, SEC-C-02 Closed Areas or Properties, SEC-A-02 Access Control – Sensitive Areas
EMERGENCY ROOM SECURITY

A method for addressing security concerns in the Emergency Department is frequent rounds and immediate response to calls for assistance.  Access controls, closed circuit television, and panic alarms are among the physical security measures that are in place.  In the event that staff feels that a patient presents a risk to their safety, a security officer will respond for an assessment and if necessary, stand-by with the patient until treatment has been rendered.  
A system of identifying high security-risk patients is in place at all facilities and provides an instant notification when such a patient is present for treatment.  The severity and type of risk determines the response.
LEGALLY RESTRICTED PATIENTS

All facilities of The Health System work in concert with local law enforcement authorities and corrections officers to provide for heightened security measures while legally restricted patients are in The Health System for treatment as an outpatient or inpatient. Refer to Security Policies SEC-P-02 Police Hold Patients, and SEC-L-01 Legally Restricted Patients.
BURGLAR AND PANIC ALARM SYSTEMS

The Health System employs burglar and panic alarm systems in strategic locations.  Locations where such systems are likely to be found are Pharmacy, cash handling locations, Emergency Department, and Human Resources, etc.

OBSTETRICS/PEDIATRICS SECURITY

A comprehensive plan and measures are in effect to provide security in these areas.  Refer to plan on file. 
ELOPEMENT

The Health System has an Elopement Plan for all patients as well as Security Policy SEC-E-03 dealing with the Elopement of hold patients.   

PATIENT VALUABLES

The protection of patient property is accomplished through established policy and procedure. A safe is available for valuables brought to The Health System by patients.

PERSONNEL POLICIES

Personnel policies are in place to aid with the security of The Health System. Hiring practices provide for background investigations to be performed on all employees.  Refer to Health System Policy 600-02 Recruiting, Hiring, and Assignment of Personnel.

REPORTING AND INVESTIGATING SECURITY INCIDENTS
The Security Department is responsible for the investigation of all Security related incidents occurring on Health System property.  Incidents found to be of a criminal nature are referred to the local law enforcement agency having jurisdiction.  Security policy and procedure sets fourth the guidelines for the reporting and investigation of all incidents reported to the Security Department. Refer to Security Policy SEC-S-04 Security Department Case/Incident Reports  
With the exception of Grant County, all hospitals employ a 24-hour security operations center.  Reported incidents are radio dispatched to officers for investigation.  The Grant County facility is staffed during evening and overnight hours, security related incidents during daytime hours are handled through local law enforcement. Reporting access is available by normal telephone, emergency lines, panic alarm or personal reports.

The main thrust of the Security effort at all locations is the prevention of, and the detection of activity that may have an adverse effect upon the mission of The Health System as opposed to the apprehension of perpetrators.

A major role of the Security Department involves informing patients, visitors, students, and personnel of the role of the security function within the Medical setting.  Orientation sessions for new associates provide the forum for giving information on how to report incidents.  It also allows for discussion of their role in the security plan.  Patients and visitors are informed by their interaction with the staff of the Health System and by their requests for service.  Refer to the new employee orientation outline.
PROVIDING IDENTIFICATION

Identification is a vital part of the security plan for The Health System and is provided by several means.

PERSONNEL

All Health System personnel are provided photographic identification badges upon employment and are expected to wear them at all times while on Health System business.  Various departments require special nametags for their personnel. Refer to Health System Policy 640.01 Identification Badges 
STUDENTS

Students affiliated with the Health System are required to wear their student identification badges at all times while at the Health System. Refer to Health System Policy 640.01 Identification Badges
PATIENTS

Patients are provided with wrist identification, color- coded for different areas.  Refer to Health System Policy 300.327 Patient Identification 
LABOR & DELIVERY OBSTETRICS, INFANT NURSERY, AND PEDIATRICS

Special identification procedures for Infant identification is provided by The Health System according to the Child identification program. Department personnel are readily identifiable as required by the plan.

VENDORS

Vendors doing business within The Health System are required to obtain temporary identification while on business within The Health System.

PROVIDING ACCESS CONTROL

Access control is accomplished with designated procedures and various methods.

HEALTH SYSTEM ACCESS AND EGRESS

Policy and procedure provide for control of access to The Health System between the hours of 9:00PM and 5:30AM, and is accomplished by various methods.  Access to sensitive areas is also controlled by various means.  Security personnel use patrol and CCTV to monitor access as well.  Refer to Security Policies SEC-V-01 Visitor Control, SEC-C-02 Closed Areas or Properties, SEC-A-02 Access Control – Sensitive Areas 
PATIENT VISITATION

Another means to accomplish access control is to provide guidelines for patient visitation between the hours of 12:00 Noon and 8:00PM.  Special visiting arrangements for the Emergency Department, Behavioral Health, Obstetrics/Nursery, Critical Care, and after hours’ visitation are also provided for.  Refer to Health System Policy 822.01 Visitation, and Security Policy SEC-V-01 Visitor Control    
KEY AND LOCK CONTROL FOR THE HEALTH SYSTEM
Polices and procedure govern the controls for accessing Health System properties.  Refer to Health System Policy 300.014 Distribution of Keys
ACCESS CONTROL FOR OB/NURSERY/PEDIATRICS

Policy and Procedure are in place, which controls access to the OB/Nursery as well as Pediatrics.  Refer to specific plans.

ACCESS CONTROL FOR PHARMACY

Policy and procedure, The use of closed circuit television, and locking devices are in place to control access as necessary.  Refer to Security Policy SEC-A-02 Access Control – Sensitive Areas
BEHAVIORAL HEALTH

Policy and Procedure, closed circuit television, special locking arrangements and mechanisms are in place to control access.  Refer to Security Policy SEC-A-02 Access Control – Sensitive Areas
VEHICULAR ACCESS AND CONTROL TO EMERGENCY SERVICE AREAS

The physical layout of the facilities provides for vehicular access to the public service areas of The Health System.  Access is maintained by routine vehicular and foot patrol, and in response to complaints received twenty-four hours a day.  As necessary, local law enforcement is called for assistance.

Policy and procedure and state statute provide the Security Department the authority to control vehicular access by traffic direction, citation, and towing in extreme cases.  Quick response is provided to maintain vehicular access to these areas.  Refer to Health System Policy 300.016 Parking Rules and Regulations, and Security Procedure 6.1 Traffic Control
EMERGENCY SECURITY PROCEDURES
Policies and Procedures are in place to assist the security personnel in the event of a

serious security incident or failure.   A close working relationship with local law enforcement in the development of the policies and procedures will provide for

a knowledgeable response during an emergency.  Refer to Security Policies
SEC-C-01 Code Silver, SEC-C-03 Civil Disturbances, SEC-V-03 Violent People and Mental Health Emergencies, and SEC-P-04 Possession of Firearms and Weapons on Health System Property; and Security Procedures 33.1 Behavioral Health Unit – Code Silver, 18.1 Infant Abductions, and 6.1 Traffic Control. 

CIVIL DISTURBANCES

Procedures have been developed to insure smooth operations during periods of civil unrest if the need should arise.  A close working relationship with local law enforcement will occur during this period.  Refer to Security Policy SEC-C-03 Civil Disturbances, Security Procedures 5.1 Lockdown, and 6.1 Traffic Control. 
VIP AND MEDIA 

Policies and procedures have been developed to ensure that possible situations involving celebrities or other very important persons are handled with the utmost confidentiality. Refer to Health System Policy 863.08, Guidelines for News Media, and Security Policy SEC-V-04 VIP Protection
CODE YELLOW PROCEDURES

In the event of an emergency the Health System has established a Code Yellow Procedure that will provide for additional staff to assist in the control of human 

and vehicle traffic at the Health System.  Refer to the Disaster Manual in Compliance 360 for Code Yellow Procedures.

VIOLENCE IN THE WORKPLACE

The Health System has a protocol in place addressing the issues of workplace violence.  The plan can be found in Compliance 360.

ANNUAL EVALUATION OF THE OBJECTIVES, SCOPE, PERFORMANCE, AND EFFECTIVENESS OF THE SECURITY MANAGEMENT PLAN

The Director of Security/Safety initiates an annual evaluation of the Security Management Plan. Continual measurement and assessment of the overall plan are accomplished, in part, through established performance indicators. Action to improve practice is taken when indicated by data collected. The evaluation will be presented to the Safety Committee.  Refer to Health System Policy SAFP-S-02 Safety Committee Authority and Functions.  
